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The real digital revolution?
The internet is being widely cited as a catalyst for the current wave of  
pro-democracy movements sweeping the Middle East. But to what extent is this 
true, and how might it be supported by British policymakers?

With an extraordinary tide of people 
power ripping through the Middle East, 
observers agree that new communications 
technologies, including social media 
and handheld devices with video 
features, have played a significant part in 
channelling this power. In the aftermath of 
the resignation on 11 February of Egypt’s 
embattled President Hosni Mubarak, 
media coverage of the wild celebrations in 
Cairo featured protestors with an unusual 
and very modern message to the outside 
world: “Thank You, Facebook.” But what 
part is the internet really playing in these 
events? 

The internet has been credited with 
helping to organise successful large-scale 
political campaigns before, not least in 
playing a key role in the grassroots-led 
campaign strategy of President Obama 
(see ‘The ultimate political machine?’ 
– PITCOM briefing, December 2008  – 
http://bit.ly/guNYNC ).

What seems new about the situation in 
the Middle East, however – and what is 
already having repercussions far beyond 
the region – is that the internet is being 
used to campaign not for any specific 
leader or party, but to help catalyse large-
scale pro-democracy protests in countries 
where there has been no functioning 
democracy for some time, if ever.

Iran’s ‘Green Revolution’ of 2009 is in 
some respects a fore-runner to the new 
phenomenon. In that year, opposition 
claims of vote-rigging dogged the 
officially-declared landslide re-election 
of incumbent President Mahmoud 
Ahmadinejad. Social networks including 

Twitter and Facebook were used to 
transmit news and images of widespread 
protest to the outside world, and to some 
extent to organise the activity.

Although the protests were dubbed the 
‘Twitter revolution’, they failed to overturn 
the election result. But videos taken on 
mobile phones finding their way onto 
sites like YouTube did help expose to 
the outside world both the existence of 
a significant opposition movement and 
the ways in which the authorities had 
violently cracked down on it.

Then came December 2010, and the 
uprising in Tunisia that overthrew President 
Zine el-Abidine Ben Ali. The protests here 
were sparked by the suicide of Mohamed 
Bouazizi, mad with frustration at the 
activities of a corrupt police force. TV, and 
in particular Al-Jazeera, played a key role, 
broadcasting news of Bouazizi’s action. 
But the images and mobile video footage 
of resultant protests were also picked up 
by social media, and spread like wildfire, 
the resultant protests leading to Ben Ali’s 
flight from the country within a matter of 
weeks.

At the time of writing, however, the 
starkest example of the internet enabling 
successful pro-democracy protests is still 
represented by events which took place in 
Egypt shortly afterwards.

Egyptian activists used the news from 
Tunisia to generate momentum using 
Facebook groups and online other tools 
for a major protest in their own country 
which they scheduled for 25 January. 
Reinforced by continuing coverage on Al 
Jazeera and in the international media, 
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which was also being viewed to a great 
extent online, forces were unleashed 
which once more proved irresistible.

The rumblings of such realisations are 
still spreading across many countries 
including Libya, where protests have 
escalated into something approaching 
full-scale civil war, and news reporting 
is still making widespread use of locally-
captured video images – not to mention 
Algeria, Bahrain, Iraq, Jordan, Morocco, 
Palestine, Syria, Saudi Arabia and Yemen 
– and beyond, to China and elsewhere. 
Not all these countries have levels of 
Internet access as well-developed as 
Egypt, where about 45% of citizens 
have some kind of access: in Libya, for 
example, the figure is just over 5%. But 
even low levels seem enough to spread 
the word and offer support to core groups 
of pro-democracy activists.

Dr Joss Wright, Fresnel Research Fellow 
at the Oxford Internet Institute, says that 
something new is happening in the 
Middle East. “The internet provides ways 
for people to co-ordinate activities. It is 
an excellent way to organise protests, to 
pass information about where you should 
or shouldn’t be – it’s hard to telephone 
everyone you know, but with Facebook 
you can say – let’s all meet at the centre 
of Cairo.”

The internet can also help create much 
more international awareness of what is 
taking place inside a country, so when 
human rights violations occur there can 
be more scrutiny, Wright says.

“Rather than just official state TV or 
even independent TV like Al Jazeera, the 
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“ ”

communication services were eventually 
restored, even before Mubarak’s exit.

The shut-down took place not by 
force but simply at the request of the 
government – telecommunications and 
Internet companies were asked, under 
the country’s laws and emergency laws, 
to stop routing traffic. Companies had 
little choice but to comply, as the Egyptian 
government had the power to close down 
the networks if they did not do so.

A spokesperson for Vodafone told 
PITCOM: “The sanctions for non-
compliance with such an instruction 
are imprisonment and/or suspension 
of Vodafone’s operating licence. In 
addition, the Egyptian authorities had the 
technological capability to close down the 
network themselves in the event of non-
compliance. On this basis, the company 
judged that the interests of its employees 
and customers in Egypt would be least 
badly served by complying, as by doing 
so Vodafone was able to retain a legal 
position from which to negotiate with 
the authorities and importantly, retain 
technical control of the network.”

Throughout, the company made it 
clear it was pressing the government for 
services to be restored.

Also in common with all the other mobile 
network operators in Egypt, Vodafone 
was instructed to send a series of pro-
Mubarak SMS messages by the Egyptian 
authorities. Again the company felt it had 
no choice to comply, but in the case of the 

last message transmitted on 1 February, 
Vodafone says it declined to let it be sent 
out in the company’s name, and limited 
its circulation.

Vodafone has since set out in detail the 
steps it sought to take to distance itself 
from the actions of the Egyptian regime 
in a paper written for the independent 
Business and Human Rights Resource 
Centre ( http://bit.ly/gvIyZk ).

Clearly however, ISPs and 
telecommunications companies will 
continue to be caught in a tough position 
between accessing certain markets, 
protecting employees and protecting 
the human rights of citizens of those 
countries.

Dr Joss Wright of the Oxford Internet 

internet allows individuals to broadcast 
their experiences. When you look at 
Tunisia, if the reports had just been on 
TV and radio, they would potentially 
have had less impact, whereas more 
direct experience can make it seem 
more visceral. Convergence of mobile 
phones with the internet has been very 
significant: when you have smart phones, 
and camera-phones, everyone has a bit 
of the internet with them.”

The internet also allows two-way 
communication, says Wright, and this 
means that people in Tunisia can talk to 
people in Egypt, for example: activists 
helping activists in networks that stretch 
beyond their own borders.

A double-edged sword
No-one can say that the internet in itself is 
the cause of any revolution: Robespierre 
was not on Twitter.

“The internet is not great at motivating 
people to go out and protest, especially 
where there is a high risk of violence,”  
says Freddy Fallon of the Hansard  
Society’s Digital Democracy Programme.

“But if people have already decided 
they want to protest, the internet is very 
good at organising them. It also makes 
it easier to find out about protests, and 
therefore easier to participate in them, if 
that is what people want to do.

“At the same time, having that 
information out on the internet alerts 
the government and they may try to shut 
you down. It allows the government to 
monitor what protests are going on, and 
prevents you from staying secret when 
you might want to stay secret. Where the 
secret police are at work, there is a risk 
associated.”

As Ethan Zuckerman, co-founder of 
the ‘citizen reporter’ network Global 
Voices, wrote: “One way to understand 
the significance of social media in Tunisia 
is to examine the government’s attempts 
to control and silence it. Tunisia has 
aggressively censored the Internet since 
2005, blocking not just explicitly political 
sites, but social media sites.

“Video-sharing sites were a special 
target of government censors because 
Tunisian activists are extremely tech-savvy 
and had released provocative videos 
online, including one that documented 
the first lady’s frequent shopping trips 
to Europe using the presidential jet” 
(‘The first twitter revolution?’ http://bit.
ly/gd5uzE ).

Former editor of The Independent 
Andreas Whittam Smith noted recently 
that the power of the internet “is 
available equally to friend and foe”. In 
a piece entitled ‘Social networks are 
now the tyrant’s weapon of choice, too’ 
( http://ind.pn/g4RRS5 ), Whittam Smith 
highlighted the establishment of “cyber-
police units” across Iran to fight back 
against “anti-revolutionary and dissident 
groups” who had used the internet to 
communicate about the country’s post-
election protests in 2009.

He also notes the mere possession of 
a mobile phone could lead to a person’s 
precise location being pinpointed by 
a government with access to network 
records.

Severe levels of internet filtering are 
now being seen in many other affected 
countries, such as Syria. The Chinese 
authorities blocked Internet searches 
on ‘Egypt’ or ‘Cairo’ early in the cycle of 
protests there, and continues to block 
terms such as ‘jasmine’ (relating to 
the phrase ‘jasmine revolution’) and is 
reacting with huge shows of force to any 
fledgling incarnations of online protest 
that are starting to – anonymously – 
appear.

Egypt’s now-deposed ruler Hosni 
Mubarak went one step further than 
blocking websites or search terms, and as 
protests raged around him, in a move since 
copied at least temporarily by authorities 
in other countries including Bahrain and 

Libya, took steps to shut down almost the 
entire Internet in his country.

The country’s four main internet service 
providers: Link Egypt, Vodafone/Raya, 
Telecom Egypt and Etisalat Misr – ‘went 
dark’ on Friday 28 Jan. One other, Noor 
Group – carrier for the Egyptian stock 
exchange, some banks and a number of 
other critical economic faculties – stayed 
up with full functionality, with an estimated 
12% of all internet traffic still running 
through that route, and also through old-
fashioned dial-up connections.

Noor Group connectivity did eventually 
also go down late in the evening of Monday 
31 Jan, and mobile phone services were 
also temporarily shut down, as well as 
the Al Jazeera TV channel - though all 

No-one can say that the internet in itself is the cause of any 
revolution: Robespierre was not on Twitter
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Institute says: “A government is still 
ultimately the highest authority in a 
nation, so if it asks a corporation to do 
something, it is a lot more difficult for it to 
say no than it is for an individual. In Egypt, 
the government could quite easily have 
sent soldiers into Vodafone, arrested staff 
and flipped the off-switch.”

Ultimately, says Dr Wright, most forms 
of internet traffic – other than satellite 
phones and data connections, widely 
used by international broadcasters and 
journalists but not available to most local 
populations – rely on infrastructure inside 
a country, whether mobile phone masts or 
physical machines. “So in every situation, 
the government – because it has physical 
and legislative control of the country – 
has the power to shut it down.”

Overall, telecommunications and IT 
companies have to make trade-offs in 
choosing where to locate their operations, 
and under what conditions, says Wright. 
“Companies like Google in going to 
places like China tend to say ‘it would be 
worse for the people if we weren’t here, 
even if we comply with the occasional 
demand.’”

‘Black holes’ in the internet such 
as that created for a few days in Egypt 
are nevertheless rare, because of the 
economic effects – the reason why the 
ISP carrying stock exchange and other 
financial traffic was the last to go down.

In the modern world, the internet is 
closely linked to economic growth: Egypt’s 
government had already recognised this 
by allowing its citizens relative freedom 
online up until the January protests, 
partly in an attempt to encourage foreign 
investment.

The OECD has published estimates 

Corporate action
During the few days where the Egyptian Government attempted to block almost 
all internet traffic in the country, the world witnessed the surprising sight of 
foreign-owned private companies – the US-based Google and Twitter – offering 
a new communications facility directly to Egyptian citizens as a possible means 
of circumventing the actions of their own government. In association with 
technology partner, ‘SayNow’, the companies offered an ‘audio tweet’ service 
enabling Egyptian citizens to continue to use the Twitter micro-blogging service 
without an internet connection. The ‘Speak2Tweet’ project allowed users to leave 
a voicemail on an international phone number, which was then tweeted (with the 
hashtag #egypt) as a link to the audio message. A separate organisation, Alive 
in Egypt ( http://bit.ly/hsBbim ), an offshoot of the global online video reporting 
site Small World News, provided English language translations of the Arabic audio 
tweets: http://bit.ly/i5aiTp 

suggesting that telecommunications 
and internet services underpin economic 
activity in Egypt amounting to up to 4% 
of the nation’s GDP, so its five-day shut-
down could have led to losses of 90 
million US Dollars.

But the long-term impact of the 
shut-down could be even greater, the 
organisation warns, as it could severely 
damage the confidence of potential 
investors and global tech firms thinking 
of locating services in Egypt. Attracting 
such companies has been a key plank 
of Egypt’s economic plans, leading to 
the country being named “Offshoring 
destination of the year” at last year’s 
European Outsourcing Association 
Awards (http://www.eoasummit.com/
index.php/shortlist).

“Business today need confidence in the 
operation of an open, decentralised and 
dynamic Internet for their investments”, 
says Arthur Mickoleit, Policy Analyst, 
Information Economy Group at the 
Organisation for Economic Co-operation 
and Development (OECD). “The episode 
in Egypt illustrates how the internet 
economy has become part of mainstream 
economic reality everywhere. Therefore 
any government that wishes to uphold 
economic output, employment, exports 
and investment has an interest in assuring 
businesses and individuals have access 
to the internet.”

Another matter of potential concern is 
the existence of various ‘choke points’ 
in the physical cabling that underpins 
international Internet traffic. In some 
areas, a relatively large amount of 
traffic relies on a relatively few cables, 
often running beneath the sea, and as it 
happens a large amount of India’s Internet 

connectivity with the outside world runs 
through Egyptian waters – a further scare 
for those in the know as government 
activity in Egypt attempted to shut of all 
connectivity to the outside world. The 
knock-on effects of any possible future 
action taken against the Internet locally, 
are unpredictable globally.

Beating the filters
Whether or not they may consider shutting 
down the internet entirely within their 
borders, many regimes play a game of cat 
and mouse in filtering out search terms 
and web sites which they feel might cause 
the biggest threat to them.

To circumvent such filtering, ‘web proxy’ 
systems have been developed by various 
organisations including international non-
profits to allow Internet users anywhere 
to gain full, unfiltered internet access, 
or to send messages and write blogs, as 
anonymously and securely as possible.

One such tool is created by the free, 
open source Tor Project, which describes 
itself as “a network of virtual tunnels that 
allows people and groups to improve their 
privacy and security on the Internet. It also 
enables software developers to create 
new communication tools with built-in 
privacy features.”

According to the project’s executive 
director Andrew Lewman, it is almost 
impossible for governments to work out 
the contents of communications sent over 
Tor networks, though it may sometimes 
be enough of a risk for them to be able to 
simply find out who is using the system. To 
reduce this risk, Tor has created a system 
not just of publicly-promoted web proxies 
or ‘relays’ but private relays, or ‘bridges’, 
only known to those who set them up and 
those trusted networks they choose to tell 
about them.

To try to regain the initiative, some 
governments are trying to create their own 
bridges and link them up with existing 
networks, he says. “It is possible that a 
Tor adversary can configure a bridge and 
record the IP addresses of the Tor clients 
connecting to it. We are working on ways 
to mitigate this attack.”

In using technology to circumvent 
blocks on political communication, 
education and training is needed as 
well as software, and the Tor Project is 
playing a role here too, Lewman says. 
“We train people to be more anonymous 
online. We were in Cairo in 2009 talking 
to some human rights organisations, at 
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“ ”
In disconnecting their people from each other, and the world, 
the Egyptian Government, instead of smothering the fires of 
discontent, poured gasoline on the flames
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their request. We simply educated them 
in how the internet works, risks to privacy 
and anonymity online, and talked about 
Internet security in general. We have 
helped many such organisations over the 
past few years with similar discussion and 
training.”

The importance of education is 
emphasised by a paper published by 
Lewman earlier this year citing a study 
by the Berkman Center for Internet and 
Society at Harvard University which found 
that only 2% of people online are aware 
that technologies already exist that can 
help them circumvent censorship. This 
means that “98% of the world accepts 
that Facebook, Google, CNN and the BBC 
are blocked, and doesn’t try to find ways 
around it” (http://bit.ly/dMDvyi).

Tor is not the only tool available to 
democracy activists: other widely used 
web proxy systems include Psiphon 
(http://psiphon.ca), UltraSurf (http://
www.ultrareach.com) and Freegate 
(http://www.dit-inc.us/freegate), and 
interestingly, the use of such tools is not 
actively outlawed in many countries that 
censor. 

Bill Xia, chief executive of Dynamic 
Internet Technology, the creators 
of Freegate, says nobody has ever 

been charged for using Freegate in 
China or Iran, and “there is no ban on 
circumvention tools in China”. He says 
Freegate is the main way people in China 
are avoiding web censorship, and that the 
most popular site for them to access is 
Facebook, followed by independent news 
websites.

Ultimately, though some governments 
may always try to control, filter or 
even shut down their citizens’ online 
communications, such activity is not 
without its own risks, as it can serve simply 
to demonstrate both that a government is 
rattled by activism, and its true colours of 
oppression.

As technology writer Steven Vaughan-
Nichols put it in a report published on the 
news service ZD-Net just after the Egyptian 
internet shut-down, “In disconnecting 
their people from each other and the 
world, the Egyptian government, instead 

of smothering the fires of discontent, has 
poured gasoline on the flames” (http://
zd.net/fU90c3).

However, it is important to note that 
pro-democracy campaigners are not 
the only people who want to remain 
anonymous, and that democracies too 
need to track specific groups of users 
for very good reasons. Those who abuse 
children, terrorists, people involved in the 
trafficking of drugs and those who seek to 
exploit vulnerable people are all legitimate 
targets for law enforcement agencies, and 
are certain to use any techniques and 
technologies available to avoid detection 
of their activities. There will always be a 
tension between maintaining the greatest 
possible freedom for the internet while 
putting in place those protections 
that are necessary to protect citizens 
and infrastructure. These are not easy 
issues to resolve and open debate and 
co-operative working across government, 
industry, parliament and civil society is 
needed to achieve the right balance.

So what next? 
Western analysts are looking with much 
interest towards China, whose government 
is clearly rattled by recent events. How far 

cracks might start to run into such a vast 
and firmly-entrenched power structure is 
unclear: here and in many other nations 
such as Saudi Arabia, revolutionary 
change still seems unlikely, but on the 
other hand few people predicted the 
scale of recent events across the Middle 
East.

What does seem clear is that democratic 
reforms will continue to spread in many 
countries, and that the Internet will play a 
supporting role. In light of this fact, the UK 
Parliament and UK Parliamentarians and 
policymakers should consider what they 
can do to support the rights of people 
across the world as they fight for their 
basic freedoms. And these days, this 
could mean thinking in a different way 
about the global development of the 
internet. Policy areas that should now be 
given further, careful consideration could 
include:
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l How to help the UK and global diaspora 
communities of nations affected to play 
an active, connected role in moving news 
and other communication into and out of 
their former countries;
l How the potential of the Internet to boost 
democracy should be taken into account 
in the UK government’s developing policy 
on ‘Net neutrality’ issues (the principle 
whereby different kinds of Internet traffic 
are afforded equal or proportionate 
bandwidth)
l How recent developments in this field 
should also be taken into account in the 
UK’s policy on global governance of the 
internet, as currently represented by the 
ongoing debate about the future of the 
‘Internet Governance Forum’ (IGF). Issues 
here include how far the Internet should 
be kept away from the direct control 
of governments (see also the recent 
PITCOM briefing, ‘Internet governance – 
co-operation or control?’ http://bit.ly/
dlBi7o )
l The recent addition of Internet services 
using non-English character sets including 
Arabic may lead to the emergence of new 
dominant regional players in the internet, 
social networking and mobile world. 
Do we understand where these tipping 
points might arise, and what implications 
they may have? (The number one Chinese 
search engine Baidu, for example, censors 
its searches in line with government 
instructions).
l  Whether the UK should support 
the development and distribution of 
technological solutions and training to 
promote free and uncensored Internet 
access by people worldwide, for example 
by supporting initiatives like the Tor 
Project.

The struggle for democracy across the 
Middle East and the wider world is only 
likely to intensify in the years to come: 
with the help of PITCOM and others, we 
hope technology can play a key part in the 
UK’s foreign policy response.
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