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This issue:
Internet governance: 
Too important for 
Government –  
an explanation of the 
UK’s position

Co-operation or control?
The internet’s fast-changing nature means the formal structures of international 
law are too slow to keep up. So how can its development be safeguarded and 
overseen for the common good? Decision time is close and the stakes are high.

In a short space of time, the internet has 
become a vital part of everyday life for 
people worldwide, empowering citizens, 
unlocking new opportunities for business, 
and enabling a more consultative 
approach to politics.

But good governance of the internet 
itself – including oversight of the technical 
standards that make it work, and keep it 
open for all to use – is critical if all the 
world’s population are to receive as 
much social benefit as possible from its 
increasing power and reach. 

The global nature of the internet 
means that relying solely on the formal 
traditional instruments of governance 
– international laws and regulations – 
is hugely problematic, given how slow 
and difficult they are to negotiate. And 
the internet is too important to be left 
to intergovernmental bodies such as 
the UN and its agencies such as the 
International Telecommunications Union 
(ITU) to oversee. They are bodies which 
have grown up in a far less interconnected 
world and include powerful countries 
whose instinct it is to restrict and control 
all forms of free communication.

So what kind of body or institution is 
best suited to carry out the governance of 
the internet for the benefit of everybody? 
And how does international law relate to 
the internet?

A key part of this puzzle centres 
on the debate over the future of the 
Internet Corporation for Assigned 
Names and Numbers (ICANN), which 
currently manages the global internet 
address system. A US-based non-profit 
corporation, ICANN is tasked with 

promoting greater international oversight 
of the standards and technologies which 
ensure the smooth running of the unique 
system of “names and numbers” that 
co-ordinate the global network. Initially 
the internet’s governance had been fully 
managed by the US government, as the 
network grew out of the US defence 
network ARPANET.

The question is how, and how fast, 
ICANN should open itself up to greater 
and greater international influence and 
control? 

Pressure from some countries for 
“international control of the internet” 
appeared to be heading for an impasse 
at the World Summit on the Information 
Society in Tunis in 2005. Instead it was 
agreed that the internet required a 
different approach and that “enhanced 
co-operation” and “dynamic coalitions” 

might better reflect the needs of the 
international community. And to give 
some “presence” to this approach the 
UN agreed to support the creation of 
the Internet Governance Forum (IGF), a 
loose-knit annual event that encourages 
contributions from a wide range of 
stakeholders. But the IGF mandate expires 
in 2010, its future being decided by the 
UN General Assembly at the end of the 
year. Support for the IGF approach is the 
best way to encourage the participation 
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The basic starting point is that the internet is too important to be 
left to governments . . . if you’re not careful you get caught up in 
the international machinery.

by stakeholders we need if all of us are to 
benefit from the internet.

And the UK has consistently argued 
for four elements to be included – the 
industry, governments, Parliamentarians 
(across party) and “Civil Society”. 

“I think the basic starting point is 
that the internet is too important to be 
left to governments. We know that it’s 
international by nature, therefore it can’t 
just be left to an individual government. 
And if you’re not careful you get caught up 
in the international machinery,” says Rt 
Hon Alun Michael MP, an early supporter 
of the IGF process.

The approach of ‘team UK’
With support from Alun Michael MP (who 
as Industry Minister represented the UK 
at the 2005 World Summit) a diverse mix 
of Parliamentarians, industry bodies, 

companies and citizen advocacy groups 
set up the UK IGF in 2008 to complement 
the global IGF process and develop the 
multi-stakeholder governance model 
within the UK. A key part of its approach 
is to promote best practice, such as by 
supporting public awards managed by 
Nominet, the industry body that oversees 
the UK internet address system. The 
thinking behind this approach is that the 
internet can be improved by finding and 
sharing examples of what works well in 
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name system. It was set up in 1996 and 
was originally accountable to its members 
and to ICANN, which manages the global 
internet address system.

Nominet membership is open to all, 
but most are ISPs and those who offer 
website registration services. Although 
the organisation is widely respected for 
the way it carries out its business and 
for the way it has engaged with the wider 
community, in recent years there have 
been growing calls for its governance 
arrangements to reflect the broad ‘public 
interest’ more formally, as the internet has 
a greater and greater effect on the lives of 
ordinary citizens. 

On the other hand, there were fears 
that increasing pressure from members 
might inhibit Nominet’s “public interest” 
approach.

Central government and MPs across 
party expressed concern about these 
issues in October 2008, and Nominet 
responded with an independent review 
of its governance arrangements and 
a consultation with its members that 
will see revisions to its articles setting 
out its public interest obligations. This 
requirement has also been made clear in 
the Digital Economy Act, which gives the 

its governance, rather than attempting to 
outlaw what does not work or other more 
regulatory methods.

Internet governance was an important 
thread running through last year’s 
Digital Britain White Paper, which set 
out a vision of how the UK economy, its 
institutions and citizens can benefit from 
new technologies. 

It asked whether we need new 
instruments such as laws, regulations, 
or codes of practice; and new bodies 
to implement them. These questions 
became sharper with the arrival of the 
Digital Economy Act, which passed into 
law in April 2010. 

The controversy that surrounded some 
aspects of the Act, for example those 
designed to protect copyright, shows 
how difficult it can be to accomplish what 
we need with legal instruments alone. 

Other issues, such as ensuring the 
benefits of the internet are spread 
as widely and safely as possible, are 
impossible to tackle without support 
from a diverse range of agencies and 
sectors – no single governance body can 
achieve this.

Protecting software
The Act aims to prevent illegal sharing 
and use of software, copies of which 
may be distributed from anywhere in 
the world. This is difficult to achieve in 
practice, but some form of copyright 
protection must be a cornerstone of any 
digital economy. The approach taken by 
the Act is to place a range of duties on 
Internet Service Providers (ISPs) to work 
with copyright owners, specifically:
l To notify an end user of alleged 
breaches of copyright against them by 
copyright holders
l Passing details of an end user to a 
copyright holder where a court order has 
been obtained

While all legitimate ISPs recognise the 
importance of copyright protection, some 
have expressed concern that the Act may 
place excessive burdens on them, or 
may unfairly punish their subscribers, or 
breach the rights of end users.

Protecting people
Digital Britain sets itself the goal of 
extending internet use to the remaining 
portion of the population that is not yet 
online, estimated at some 15 million 
people.

 The initial phase has some £30m of 

new funding being used to encourage one 
million new people to get online over the 
next three years. 

A Consortium for the Promotion 
of Digital Participation was formally 
launched in October 2009, tasked with 
enlisting support from the BBC, Channel 
4, Microsoft, BT, Google, Apple, the 
network of UK Online centres, and the 
devolved administrations to ensure a 
cohesive approach across the UK.

The new internet users will be vulnerable 
to increasingly sophisticated criminal 
exploits designed to trap the experienced 
user, let alone the novice, and it is 
essential that advice is available. 

All the above organisations will need to 
play their part, along with industry bodies, 
various arms of the Police service, cross-
sector e-crime partnerships and consumer 
and citizens advice organisations. To 
make things easier for the end user, it 
is likely that a one-stop-shop be set up 
to provide information about how to stay 
safe online.

UK domain – a national asset
The chief role of the UK internet registry 
Nominet, a non-profit company, is to 
provide registry services for the UK domain 
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Global timeline
2000-2003
l The internet becomes a policy area for international bodies such as ITU, WIPO, 
UNESCO, OECD, the Council of Europe, and the World Bank 
l Emergence of legislation and case law focused on the internet. The private 
sector calls for greater legal and regulatory guidance on e-commerce issues
l First World Summit on the Information Society (WSIS), a UN-sponsored 
conference held in Geneva. Delegates from 175 countries adopt a plan for promoting 
digital inclusion
l The first Summit is unable to agree on the future of Internet governance, and 
so the Working Group on Internet Governance (WGIG) is formed to discuss ways 
forward 

2005-2010
l Calls for greater public involvement in internet governance are made at the 
second WSIS, held in Tunis in 2005. The global Internet Governance Forum (IGF) 
is formed
l  The UK IGF launches in 2008, a partnership involving MPs, industry and 
voluntary sector representatives as well as government, supported strongly by 
Nominet, the organisation that manages the UK system of web addresses
l  The US Government formally ends its supervision of ICANN in 2009, and the 
organisation that manages the global internet address system continues as an 
independent body
l  Fifth annual IGF meeting set for 14-17 September in Vilnius, Lithuania
l UN General Assembly scheduled to decide in December 2010 whether and in 
what form the IGF should continue.
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Internet governance: the UK’s position 

Government  reserve powers to intervene 
if Nominet fails in its duties.

In practice, these powers are unlikely 
to be exercised except under extreme 
circumstances, but they reflect the 
importance of Nominet to our national 
infrastructure. 

For example, Nominet is a key player 
in the fight against cybercrime because it 
has the power to take down UK websites 
that are used to carry out criminal acts. 
“An example of this is our work with the 
police before Christmas 2009, when we 
disabled around 1,200 domain names 
associated with illegal activity,” says 
Martin Boyle, senior policy advisor at 
Nominet.

“We see working more closely with 
Parliamentarians as an important part 
of engaging with stakeholders – in many 
cases they will be the first point of contact 
for members of the public with concerns. 
We’re also involved in the IGF – it has 
helped us improve our understanding of 
the issues,” Boyle says.

The view from the web 
Anyone who has browsed a website 
has benefited from the work of the 
World Wide Web Consortium (W3C). 
The organisation is a leading standards 
body for web technologies, setting out 
the technical specifications for software 
and developing good practice guidance 
for its use.

Unusually for a body with an 
international influence, W3C has a 
relatively flat governance structure, 
favouring a collaborative model rather 
than a traditional top-down approach. 
This may partly derive from its roots in 
academia and research, but also owes 
something to what it sees as a strength 
of the web itself – the way it supports 
communities of interest.

W3C has been actively involved in wider 
internet governance from the start, but it 
sees itself as different from many of the 
other international bodies in this area. 

“Governments pay for many of them 
– the International Telecommunication 
Union, or bodies like the International 
Organisation for Standardisation. No 
government controls us in this way 
– we are supported by industry and 
universities,” says Daniel Dardailler, W3C 
Director of International Relations.

Although the primary focus of its work 
is technical, W3C has a direct impact 
on wider governance issues. One area 

Some countries desire an end to what they see as unacceptable 
US dominance, while others feel handing more power to 
undemocratic nations like China would not represent progress.

is digital inclusion, where W3C works 
on standards designed to make web 
content accessible to users with sensory 
or motor impairments, or low bandwidth 
connections, or devices with limited 
capabilities. 

Another is the filtering of unacceptable 
or illegal content. “We are developing 
the ‘Semantic Web’, standards that form 
a platform for categorising content. We 
don’t categorise the content itself – that is 
for others – but we will provide them with 
the tools to do it,” says Dardailler.

At an international level, internet 
governance faces the challenge of 
responding to what is seen as excessive 
US dominance. 

“A hot issue is what is seen as US control 
of ICANN – countries such as Russia and 
China not being happy with this. But a 
lot of these concerns are perceived, not 
real,” says Dardailler.

 “Once you look at how ICANN works 
inside you see this – and I saw it having 

served on the governing board for a time 
– it really is an international organisation. 
I never saw a ‘US first’ approach – it’s 
one of those things the newspapers get 
completely wrong.”

A shared future
While internet access is taken for granted 
by many of us in the UK, at a global level 
it is still the preserve of a minority. It is 
estimated that around 1.5 billion of us have 
internet access in a global population of 
close to seven billion.

There are significant barriers to getting 
more of us online, and these are closely 
linked to internet governance. Scripts 
may be a decisive factor, for example. 
Internationalised Domain Names  (IDNs) 
– which allow non Latin characters in 
the domain name have only just been 
released. In May 2010 the first Top Level 
Domains –  the “country codes” of the 
internet – using Arabic script were made 
available by ICANN.

This is a start, but there are around 
40,000 natural languages in the world, 
and many of these are spoken rather than 
written. For these, some kind of speech 
to text conversion will be essential 
for relevant content to be available to 
speakers. There is no technical reason 

why this can’t be done, but support from 
governance bodies such as ICANN is 
required to make it happen.

IPV6 and the shortage of web 
addresses

Just as the explosion in usage of fax 
machines in the 1980s required an 
overhaul of our telephone numbers, so 
we are reaching the limits of our internet 
address system. 

Most of our internet infrastructure and 
content uses Internet Protocol version 
four (IPv4), a standard that is nearing the 
end of its useful life:
l In 2010, ICANN warned that remaining 
IPv4 addresses would be used in 12 to 36 
months
l The proposed solution is an updated 
system running on Internet Protocol 
version six (IPv6)
l IPv6 adoption has been slow and is 
not directly compatible with the current 
IPv4 system
l There are techniques for sharing 

IPv4 addresses but this brings technical 
limitations 

One of the main barriers to IPv6 is the 
cost to network operators of implementing 
the technology while maintaining 
support for IPv4 during the migration 
period. Meanwhile, the scarcity of IPv4 
addresses threatens to create a lucrative 
market – both legitimate and a “black 
market” – for those  remaining. 

ICANN has worked for many years 
to promote the benefits of IPv6, which 
include extending internet connectivity 
to a potentially vast number of everyday 
devices, but progress has been slow. It 
seems likely that a partnership including 
governments, industry, and network 
operators will be required to ensure the 
transition happens more quickly.

In April 2010, 6UK, a not-for-profit 
membership body, was formed to raise 
awareness, and offer support and advice 
for UK organisations across all sectors. 

Bottom-up versus top-down
The growing importance of the 
internet means that governments and 
international organisations are extremely 
interested in influencing its development, 
for a variety of often conflicting reasons 
depending on their nature. China and 
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Russia desire an end to what they see as 
(or say is) unacceptable US dominance 
over internet governance, while others 
feel handing more power to what is (in 
China’s case) an undemocratic country 
would not represent progress. 

On the other hand even many of those 
who do not object so strongly to US 
influence think that internet governance 
needs a new international axis, and moves 
to end ICANN’s arms-length relationship 
with the US government reflects this.

This issue is inextricably linked to 
another key question facing global 
internet governance: that of deciding 
what role control by any government 
or intergovernmental group should 
play compared with control by other 
stakeholder groups such as civil society 
and industry. 

Approaches favouring engagement with 
a wide variety of stakeholder groups and 
looser structures are preferred by a broad 
coalition, including technical standards 
bodies such as W3C and software 
companies such as Google. 

“The internet is global and internet 
governance involves global issues. We 
believe that ‘national internets’  isn’t the 
way to go if we want to get all the benefits 
it offers. The internet has been largely self-
regulated –  it’s an approach we believe 
in,” says Sarah Hunter, Google’s UK Head 
of Public Policy. 

The approach is being tested by the 
IGF process, which has received strong 
support in the UK. 

A key benefit is the opportunity it 
offers a broad spectrum of stakeholders 
to make their voices heard, but there are 
drawbacks too. 

Chief among these is doubt about the 
outcomes of these discussion – whether 
they actually influence policies, laws, 
and treaties –  the levers of international 
power.

“These fora support a valuable 
exchange of ideas, and so have the power 
to promote better practices by companies 
across the world. It’s not justified to 
dismiss them as ‘talking shops’ – it 
depends what the talk is about and who 
is hearing it,” says Hunter.

The UK’s approach has been adopted 
with great enthusiasm in other parts 
of the world, including South East Asia 
and in Africa where the East African IGF 
is a particularly dynamic coalition of five 
countries. 

Countries such as Australia, New 

Zealand and Canada, as well as some 
European countries are signed up to such 
an approach which has been encourage 
by both the European Parliament and the 
Council of Europe. 

In the USA, business has led the 
establishment of the US IGF. The process 
appears to have developed a life of 
its own, though the establishment of 
“best practice norms” is necessary for 
consistency across the world and across 
the internet. 

However, its future – rather than its 
credibility – is a more pressing challenge 
to the IGF process. Its UN mandate  comes 
to an end this year, and can only be 
extended by a decision at the UN General 
Assembly in late 2010. 

Ironically, the decision to continue to 
develop a less formal, non-governmental 
approach can only be taken by a formal, 
intergovernmental body. 

Will the world find a workable way to 
navigate through this paradox? The stakes 
could not be higher, for the UK and every 
other nation. Politicians must play their 
part, and engage.
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Key briefing points

l	The internet is global but its fast-changing nature means that relying on 
traditional instruments of governance – international laws and regulations – 
is hugely problematic, given how slow and difficult they are to negotiate.

l	Accordingly, the World Summit on the Information Society in Tunis in 2005 
supported the creation of the Internet Governance Forum (IGF), a loose-
knit, informal coalition of stakeholders including industry, governments, 
Parliamentarians and ‘Civil Society’ to exchange ideas on internet 
development.

l	However some countries dislike the informal IGF approach, as its decisions 
are not binding or controlled by national governments, and want to bring the 
internet within formal UN machinery. But others including the UK feel the 
internet is too important to be entrusted purely to governments.

 l	The IGF’s mandate comes to an end this year, and can only be extended by 
a decision at the UN General Assembly in late 2010. The stakes are high and 
the outcome uncertain.


